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Introduction

Imagine a thief who can steal your entire business without breaking a window.
In today's digital world, that's the reality of cybercrime. While headlines often focus
on massive attacks against national corporations, small and midsize businesses are
just as vulnerable. Hackers target them because they often have weaker defenses.

While cyber threats are constantly evolving, taking proactive steps can significantly
reduce your risk. Throughout this guide you'll find actionable steps you can take
immediately to protect your business from phishing scams, ransomware, data
breaches, and the growing problem of payment fraud.
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Weak Passwords &
Access Controls L
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Weak passwords are a serious threat to your personal and business information.
Using common passwords like "123456" or "password” is like leaving your front door
unlocked in a high-crime area. Hackers can easily exploit these weak passwords
through various methods, including reverse engineering and brute force tactics. This can
lead to unauthorized access, sensitive data breaches, financial theft, and damage to your
reputation. Here are some best practices to follow to avoid password security problems:

Create Strong Passwords

A strong password should be at least 12 characters long and include a mix of upper
and lowercase letters, numbers, and symbols. Avoid using easily guessed information
like birthdays, pet names, or common words. Make each password unique, and avoid
using the same passwords across multiple accounts.

Conduct Regular Password Audits

It's important to change passwords regularly - ideally every 90 days - and conduct
internal audits to find weak or reused passwords. This proactive approach helps
strengthen your defense against potential breaches.

Enable Multifactor Authentication (MFA)

Cybercriminals constantly develop new techniques to crack passwords. With MFA,
you'll typically need something you know (your password) and something you recieve,
like an SMS code or a unique code generated by an authenticator app on your
smartphone. Once added to workstation logins and company software, authorization
is required whenever accessing files and documents.

Install Password Managers

In addition to adding encryption, enforcing master passwords, and streamlining the
management of multiple accounts, these tools provide helpful reminders to change
your passwords regularly, warnings about security breaches, and alerts if your
information is on the dark web.
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Use Temporary Access Credentials

Shared passwords weaken security and increase the risk of unauthorized access
and data breaches. When you need to share documents and access, use temporary
access credentials that grant limited access for a set period of time.

+
+
+
+
+
+

Employ the Principle of Least Privilege

This practice means employees are granted only necessary access to data and
systems required for their job functions, minimizing the risk of a breach and securing
sensitive information.

Set Up Account Recovery Processes

Even with robust security measures, passwords can be lost or compromised. Be prepared
by setting up strong account recovery methods, such as backup codes and security
questions. This will help you regain access in case of password or login problems. You can
also employ authenticator apps, which set up backup codes and recovery methods.

Create a Culture of Education

Cybersecurity is a team effort, and everyone plays a crucial role. Consider regular training
sessions on various security topics and concerns.

Cybersecurity Strategies for Business 03



SUMMARY OF CHAPTER 1

Action Items for Your Business to Consider

1

2

Build and enforce a principle
of least privilege, limiting data
access to only what is necessary
for each employee’s role.

Educate all employees on
password best practices,
emphasizing the dangers of
weak or reused passwords and
prohibiting password sharing.

Enforce a robust password policy
that specifies minimum length
and complexity requirements and
requires regular password changes
to enhance secuirity.

Recommend that all employees
use a password manager to
facilitate the creation and
management of unique, strong
passwords for each account.

5 Implement MFA for all sensitive
systems and accounts to add an
extra layer of security.

6 Conduct regular audits to identify

and address the organization's weak,

reused, or outdated passwords and
ensure password hygiene.

7 Develop and communicate

procedures for account recovery
in case of lost or compromised
passwords, including the use of
backup codes or security questions.
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Phishing, Email Scams
& BEC Attacks

Email remains a critical tool for businesses. However, it also creates an unfortunate
vulnerability to cyberattacks. This chapter examines common online scams that

target businesses, specifically phishing and business email compromise (BEC) attacks.
We explore how these scams work and provide actionable steps to protect your

organization from falling victim to them.

A Brief Look at Malware

We will examine malware more closely in Chapter 5. But, before going further, it's
important to know the different types of malware to watch for. Here are the most
common attacks:

Viruses: Corrupts data by infecting files and operating systems.

Trojans: Provides a "backdoor” entry for attackers to enter a system by closely
resembling legitimate software.

Ransomware: Encrypts data, forcing users to pay the ransom to regain control.
Spyware: Secretly monitors and collects data on your activities through user activity.

Adware: Collects user data and clutters systems with ads, potentially leading
to further malware.

Clicking Malicious Links

Visiting links or downloading attachments in phishing emails can release malware
onto devices or lead to counterfeit websites designed to steal credentials or sensitive
information. In phishing attempts, the most common red flags are:

Uncharacteristically urgent demands Requests for personal information
Spelling/grammatical errors Links or attachments from

Suspicious sender addresses unknown sources
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Is That Email Real? Be Wary Of:

@ v/ Look-alike domain names v Replicated brand logos

S v Mimicked disclaimers and v Misspellings
unsubscribe options

Instill Caution

Test and reinforce your team'’s phishing awareness with safe simulation exercises.
These drills help identify areas for improvement and provide targeted training to
enhance your organization’s resilience against phishing attacks. Teach employees to:

Scrutinize unexpected emails, even if they seem to come from a trusted source.
Contact the sender using official contact information from a company directory.
Involve peers and supervisors with high-stakes requests like wire transfers.

Escalate situations when requests don't follow protocol.

Identify Business Email Compromise (BEC) Attacks

BEC attacks are a form of spear-phishing, a more sophisticated email approach
that leverages manipulation to take social engineering to a new level. These attacks
impersonate trusted internal figures like the CEO, CFO, or trusted vendors. These
emails use specific names, company jargon, and a sense of urgency to appear
legitimate, thus manipulating the employee into complying.

Defend Against BEC Attacks

To fight BEC attacks, develop and implement specific protocols for handling high-
stakes financial and data-related requests, particularly those susceptible to BEC
scams. Clearly outline verification steps and authorization procedures, such as

requiring phone confirmation or multifactor authentication, to mitigate risks effectively.

Implement Multiple Layers of Protection

Technical defenses like email filtering and anti-malware software are crucial but not
infallible. As already discussed, enforce the use of strong, unique passwords for email
accounts. Avoid using the same password for multiple accounts and implement regular
password changes.

Additionally, regular computer updates, as directed by the IT department in larger
companies or by following your PC's prompts for critical updates, are essential in
keeping security measures current.
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Encourage Vigilance

Technical solutions can only protect so much. Stressing the importance of employee

vigilance as an additional defense against evolving phishing tactics is just as vital. One

tactic is to create clear channels for reporting suspicious emails and activities and foster
a culture where employees feel empowered to report without fear of reprisal. Prompt
reporting can help prevent potential breaches and protect the business's integrity.

SUMMARY OF CHAPTER 2

Action Items for Your Business to Consider

1 Educate employees about 5 Conduct regular phishing
thedangers of phishing attacks simulations to assess employees’
and their tactics. awareness and identify

_ . vulnerabilities.
2 Train employees on how to identify

phishing emails, emphasizing 6 Establish clear protocols for
common red flags, the importance verifying unusual or high-stakes
of verification before acting, requests.

and clear reporting procedures. o
7 Enforce policies or procedures

3 Develop a designated and easily that mandate additional
accessible reporting channel verification steps.
for employees.

Implement technical email
security solutions such as spam
filters and anti-phishing software.
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Social
Engineering

Social engineering attacks are another tactic employed by cybercriminals. While
they don't rely on technological exploits, they prey on human vulnerabilities to
manipulate employees into compromising your organization's security. In this chapter,
we explore the methods social engineers use and equip you with strategies to
safeguard your business.

Look Beyond Technical Attacks

Social engineering exploits human psychology, playing on fear and urgency to
bypass security measures. By understanding how attackers manipulate individuals,
businesses can better defend against these deceptive tactics.

An example: An attacker calls an employee, pretending to be from IT support. They
claim to have detected suspicious activity on the employee’'s computer and need
them to log in to a remote access tool to fix the issue. This tool, however, is malicious
software that grants the attacker control over the employee’'s computer, potentially
allowing them to steal sensitive data or deploy ransomware.

Information as Currency
Social engineers gather seemingly innocuous info, including:

v Employee ID: Badge numbers, v Physical security: Codes,

usernames procedures, security protocols
v Access credentials: Logins for v Personalinfo: Birthdays, addresses,
computers and networks unsubscribe options
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Address Employee Vulnerability

Allemployees, especially those with access to sensitive data or financial controls, are
potential targets of social engineering attacks. Awareness and vigilance, which comes
through continuous training and testing, are key defenses against these threats.

Social engineers may gather information about their targets through social media
or data breaches. They can then use this information to create a sense of familiarity
and establish a connection. For example, they might mention a mutual colleague or
reference a detail from the target's online profile. Recognizing and questioning these
tactics can help employees avoid falling victim to manipulation.

Watch For Common Social Engineering Tactics

Social engineers employ various tactics, including phishing, pretexting, baiting,
quid pro quo, and tailgating. Understanding these tactics is crucial for recognizing
and thwarting social engineering attempts.

Phishing: Deceptive messages that trick recipients into revealing personal
information or clicking malicious links.

Pretexting: Creating a scenario to gain a victim's trust and extract information
or access.

Baiting: Luring victims with tempting offers to download malware or visit
compromised websites.

Quid Pro Quo: Offering a reward in exchange for compromising security.

Tailgating: Following closely behind an authorized person to gain access
to a physical location or computer system.

Prevent Attacks Through Awareness

Prevention is key to protection. Encourage employees to trust their instincts and verify
suspicious communications. Emphasize the importance of verifying requests through
established channels and pausing to independently confirm the legitimacy

of communications before acting.

Conduct Regular Training

Regular sessions and simulated social engineering scenarios build awareness and
resilience against deceptive tactics. Employees must be equipped with the knowledge
and skills to effectively identify and respond to social engineering attempts.
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Action Items for Your Business to Consider

1

W N

SUMMARY OF CHAPTER 3

Regularly train employees

on social engineering, emphasizing
common red flags and the critical
importance of verification before
acting on any request.

Cultivate a culture of healthy
skepticism.

Establish clear and standardized
procedures for verifying unusual
requests, particularly those involving
sensitive data or financial actions.

Conduct social engineering
simulations to assess employees’
awareness levels and provide
targeted feedback to improve
resilience against social
engineering attacks.

Encourage a collaborative

environment in which employees
feel confident seeking a second
opinion or assistance when unsure
about the legitimacy of a request.

Minimize the exposure of personal
and company information on public
platforms like social media and
company websites.

Educate employees about physical
social engineering tactics like
tailgating and impersonation,
reinforce security procedures for
building access, and mitigate risks
from human manipulation.
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Payment Fraud
Prevention

A

Payment fraud - including schemes such as invoice fraud, CEO and other executive
impersonation scams, and account takeovers - is increasingly sophisticated and
pervasive. Businesses of all sizes are vulnerable, facing not only financial losses but also
reputational damage and legal liabilities. In this chapter, we explore how payment fraud
works and equip you with methods to recognize and combat it. The first step to combating
payment fraud is understanding the tactics fraudsters employ. By being aware of these
tactics, businesses can implement robust fraud prevention measures, such as training
employees and using more advanced technologies, to protect themselves from
financial losses and reputational damage.

Vendor Impersonation

Fraudsters create fake (but often sophisticated and highly convincing) invoices or
manipulate payment details to divert funds to their accounts, often impersonating
legitimate vendors to deceive unsuspecting businesses.

Executive Impersonation

Emails coming from look-alike or spoofed addresses impersonate company executives,
particularly the CEO, CFO, or other high-ranking officials. They request urgent payments or
sensitive information, exploiting trust and authority to perpetrate fraudulent transactions.

Account Takeover

Hackers compromise legitimate accounts, often through social engineering, phishing,
or credential theft, to gain unauthorized access and initiate fraudulent transactions,
posing significant risks to financial assets and sensitive data.

Payroll Account Changes

Fraudsters target employees by redirecting their direct deposits to fraudulent accounts
and exploiting vulnerabilities in payroll systems to steal wages and personal information.
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Focus on Accounts Payable

Accounts payable departments are prime targets for fraud due to their access to
financial resources, large transaction volumes, and frequent payment transactions.
Protection technologies can help identify discrepancies, unusual patterns, and
potential fraud attempts.

Implement Secure Access Controls

Limiting access to payment systems and information based on job functions
and implementing multifactor authentication reduces the risk of unauthorized
transactions and potential insider threats. Additionally, separating critical financial
processes, such as initiating payments and authorizing transactions, among different
individuals helps prevent fraud.

Add Extra Layers of Security

To further protect against payment fraud, consider verification callbacks through
a trusted phone number to mitigate the risk of alterations to payment details. Likewise,
bank-provided controls, such as Positive Pay and ACH debit blocks, are user-friendly
ways to keep closer tabs on account activity.

Limit Funds in Payment Accounts

Reducing the balance in accounts primarily used for outgoing payments minimizes

the potential impact of fraudulent transactions. By maintaining only the necessary
funds for immediate disbursements and regularly reconciling account statements,
organizations can limit their exposure to financial losses.

Stay on Top of Alerts

Implementing proactive monitoring and alerting systems using Al and machine
learning algorithms further secures financial assets by enabling organizations to
detect and respond to suspicious payment activity as it occurs. These timely alerts
allow financial teams to quickly investigate and address potential threats, preventing
them from escalating into more significant issues.
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Utilize Tokenization and New Technologies

Tokenization - which secures payment data by replacing sensitive information with
randomized access keys - plays a crucial role in enhancing data security. Beyond
tokenization, emerging fraud detection tools like graph analytics and behavioral
biometrics allow organizations to strengthen their defenses against the evolving
landscape of payment fraud.

SUMMARY OF CHAPTER 4

Action Items for Your Business to Consider

1 Train all employees, especially Minimize funds held in accounts
accounts payable staff, on primarily used for outgoing
common payment fraud tactics, payments, transferring only the
emphasizing red flags and the necessary amount forimmediate
importance of adhering to disbursements.

stringent security protocols. _
6 Collaborate with your bank

2 Implement strict role-based to explore available fraud

permissions within payment and prevention tools such as Positive
accounting systems to restrict Pay, ACH debit blocks, and account
actions to those essential for each verification features.

employee's role. )
7 Set up email and text alerts for

3 Establish a mandatory callback suspicious payment activity and

policy for any changes to vendor conduct proactive reconciliation

payment information, ensuring of accounts.

verification through a pre-verified . _
Stay informed about emerging

phone number. . e
technologies like tokenization

4 Require segregation of duties, and Al-powered fraud detection,
with at least two individuals needed considering their implementation
to authorize each payment. based on your business needs

and available budget.
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Malware &
Ransomware Attacks

In this chapter, we'll examine the different types of malicious software attacks, their methods
of distribution, and the extensive damage they can cause to individuals and organizations.
By understanding the inner workings of malware and ransomware, we hope to provide
the knowledge and tools needed to recognize, prevent, and mitigate these threats.

Understand the Threat

Malware encompasses a variety of malicious software designed to disrupt, damage,
or gain unauthorized access to computer systems. Examples include viruses, worms,
Trojan horses, spyware, and adware. Ransomware, a particularly dangerous and
undetectable malware, encrypts files or locks users out of their systems, demanding
payment for their release.

Know How They Spread

Malware and ransomware infiltrate systems through various methods, including
phishing, downloading files from untrusted sources, or vulnerabilities in software and
operating systems. For example, the 2017 WannaCry ransomware attack infected
more than 200,000 computers in 150 countries and cost over $4 billion.

See the Damage They Cause

The consequences of malware and ransomware attacks can be devastating.
Ransomware attacks can cripple businesses by encrypting critical files and systems,
leading to prolonged downtime, lost revenue, and potentially even the closure of the
business. The reputational damage caused by a successful attack can be equally
severe, eroding customer trust and investor confidence.

Maintain Strong Security Software

Deploying up-to-date antivirus and anti-malware tools with real-time protection is essential
for detecting and blocking many malicious threats. In turn, know that sophisticated
malware can evade detection, highlighting the need for supplementary security measures
like firewalls, intrusion detection systems, and network monitoring tools.
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Install Those Updates!

In addition, regularly updating operating systems, web browsers, and software
applications is critical for closing known security vulnerabilities exploited by malware.
Patch management ensures that systems remain resilient against emerging threats
and minimizes the risk of exploitation.

Back Up Your Systems

Maintaining regular and comprehensive data backups is crucial for mitigating the
impact of ransomware attacks. Offline/off-site backups stored securely and regularly
tested for recoverability serve as the last line of defense, enabling organizations to
restore critical data and resume operations swiftly.

Remember the Importance of Control

As discussed, you can mitigate the impact of compromised accounts and unauthorized
access attempts using the principle of least privilege, in which employees are granted
only the minimum access to data and systems required for their job functions.

Ensure Safe Browsing Habits

It's also important to encourage safe browsing habits among employees. Educating
staff on the risks associated with downloading from untrusted sources, opening
suspicious attachments, or clicking on unfamiliar links can significantly reduce the risk
of malware infections.

Build an Incident Response Plan

Developing and implementing a plan is essential for mitigating the impact of malware
attacks. Even basic response plans can help organizations respond swiftly and
effectively to contain and remediate security incidents.
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SUMMARY OF CHAPTER 5

Action Items for Your Business to Consider

1 Educate all employees about Limit administrative privileges
the different types of malware, on user accounts by adhering
their methods of spreading, and to the principle of least privilege.

the significant consequences
of infection for the business’s

6 Establish and maintain a robust
operations and security.

backup strategy that includes
regular backups stored offline

2 Provide comprehensive training or off-site, ensuring data can
to employees on safe browsing be recovered in the event of a
habits, emphasizing the risks malware or ransomware attack,
associated with downloading and routinely test the backup
from untrusted sources and the process for reliability.

importance of exercising caution
when opening attachments or

7 Develop an incident response
clicking on links in emails.

plan, even if basic, outlining clear
steps to be taken in response to a

3 Ensure the implementation suspected malware or ransomware
of robust security software, attack, facilitating a swift and
including antivirus and anti-malware coordinated response.

programs, with real-time protection
enabled on all company devices.

4 Enforce a stringent patching
policy to maintain up-to-date
operating systems, software,

and applications.
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Wi-Fi, Mobile Device, & |3 €
loT Vulnerabilities

Smartphones and laptops used for business often store sensitive data and are

vulnerable to loss, theft, or compromise. While common security measures like
encryption help to prevent unauthorized access to files, you can use additional ways
to protect yourself and your data. Let's look at some risks and how to lessen them.

Avoid Unsecured Wi-Fi

It's tempting to save some of your cellular data by connecting to public Wi-Fi networks.
However, they lack encryption and pose significant risks for data interception and theft.
Because of their open nature, these networks are common targets for scammers.

Encrypt Your Communications

In addition to your strong passwords and firewalls, make sure your device is using
up-to-date encryption protocols like WPA2 or WPA3. These protocols scramble data
transmitted over the network, making it unreadable to unauthorized users.

Use a Secure Virtual Private Network (VPN)

If your business requires you to connect to multiple unknown networks, consider
using virtual private networks to encrypt data transmission further and protect sensitive
information, especially when accessing company resources remotely. When choosing,
prioritize reputable VPN services that offer robust encryption, a strict no-logs policy,
and transparent ownership.

Protect Internet of Things (loT) Devices

These increasingly common devices are equipped with sensors, software, and
technologies that enable them to connect and exchange data with your network.
They also present an expanding attack surface for cybercriminals. So, treat them
as you would other connected devices, following strict protocols for changing
passwords, updating firmware, and keeping these networks separate from critical
business channels.
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Establish Mobile Device Protocols
To further enhance the security of mobile devices, consider the following measures:

- Bring Your Own Device (BYOD) Policies: Establish BYOD policies addressing security
risks and requirements for employees using personal devices for work.

- Dedicated Devices: If employees regularly handle sensitive information, consider
providing them with encrypted, monitored devices.

- Mobile Device Management (MDM): MDM solutions enforce security settings,
facilitate remote wiping for lost or stolen devices, and control application usage on
company-issued devices.

- More Secure Connections: Implement strong passwords and encryption protocols
on company Wi-Fi networks to prevent unauthorized access and protect against data
interception and theft.

Train Employees to Travel Securely

Cybersecurity doesn't stop at the office door. Employees often carry sensitive data on

their devices while traveling, making them a prime target for cybercriminals. Educate
employees on the risks of using devices while traveling and provide guidance on securing
devices and data to mitigate potential threats and safeguard sensitive information.
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Wi-Fi, Mobile Device & loT Vulnerabilities

Mobile devices and computers have become essential tools for modern
businesses, enabling employees to work remotely, access information on the go,
and stay connected with colleagues and clients. However, the convenience and
efficiency they offer also come with inherent security risks. By taking proactive
measures, you can create a multilayered defense against cyber threats.

Action Items for Your Business to Consider

1

Educate all employees about the
risks associated with unsecured
Wi-Fi networks, emphasizing
measures to protect company
data when working remotely or
traveling.

Enforce the use of strong

passwords and implement
WPA2/WPA3 encryption on
all company Wi-Fi networks.

Develop and enforce a
comprehensive Bring Your Own
Device (BYOD) policy that clearly
outlines security requirements
and associated risks if employees
are permitted to use personal
devices for work purposes.

Deploy a virtual private network
(VPN) solution to provide secure
remote access to company
resources when employees
connect to public Wi-Fi networks.

Implement a robust Mobile
Device Management (MDM)
solution to centrally manage
and secure company-owned
mobile devices.

@

10

Conduct a thorough inventory
of all Internet of Things (IoT)
devices connected to the
business network to identify
potential security vulnerabilities
and manage their risks.

Enhance IoT device security by
changing default passwords and
regularly updating firmware to
address known vulnerabilities
and prevent unauthorized access.

Encrypt sensitive information
stored on laptops, smartphones,
and other mobile devices to
protect against unauthorized
access in the event of loss or theft.

Consider segmenting loT devices
onto a separate network to
minimize their potential impact
on critical systems.

Provide comprehensive training
to employees on the importance
of securing mobile devices,
emphasizing best practices for
safeguarding against loss or
theft and promoting responsible
device usage.
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Insider
Threats

Insider threats, originating from employees, contractors, or trusted third parties, pose
significant risks to data security and organizational integrity. Understanding the nature
of insider threats is crucial for implementing effective preventive measures. Insider
threats can take several forms:

Negligent: These are inadvertent actions, such as clicking on phishing links
or losing devices.

Compromised: Outsiders exploit user accounts, often through stolen credentials,
to gain unauthorized access.

Disgruntled: Malicious insiders may intentionally sabotage systems or steal data.
Protecting against insider attacks requires a thorough, ongoing approach, just as
you would treat a threat from the outside. Each threat type requires a measured

approach to detection and prevention. Here are some common ways to keep your
business secure.

Employ Access Control

Implementing access control measures based on the principle of least privilege
ensures that employees only have access to necessary resources. This minimizes
the potential for insider abuse and unauthorized data exposure.

Monitor for Anomalies

Regular monitoring of user activity is a crucial component of insider threat detection.
Anomalies, which are deviations from normal behavior patterns, can often serve as
early warning signs of malicious intent or potential security breaches. Examples of
anomalies include:

+ Unusual login times or locations + Unauthorized access attempts

+ Excessive data downloads + Changes in behavior
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Prompt response to anomalies is critical to preventing them from escalating

into full-blown security incidents. Additionally, establishing clear offboarding

procedures ensures timely revocation of system and data access when personnel
leave the company.
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Action Items for Your Business to Consider

1

SUMMARY OF CHAPTER 7

Educate employees about insider
threats, including negligent,
disgruntled, and malicious
behaviors, and provide guidance on
identifying signs of potential insider
threats within the organization.

Implement and enforce the
principle of least privilege, ensuring
that users are granted access only
to the systems and data necessary
for performing their specific job
functions.

Monitor and regularly audit user
activity on sensitive systems and
data to establish a baseline of
normal behavior and promptly
identify any anomalies or
suspicious activities.

Develop clear and comprehensive

protocols for offboarding employees,

including immediate revocation
of system access and data upon
termination or departure from
the organization.

Provide regular training to
employees on the importance of
reporting any suspicious activity
or potential security breaches,
regardless of perceived severity.

Cultivate a security-conscious
culture within the organization, in
which employees are encouraged to
report concerns and empowered to
take proactive measures to protect
the company's data and assets.

Consider implementing data loss
prevention tools to monitor and
potentially block the unauthorized
transfer of sensitive information.
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Vendor Risk &
Supply Chain Attacks

The interconnected nature of modern business creates vulnerabilities beyond
immediate control. Attackers can exploit weaker links in supply chains to compromise
security, inject malware, or disrupt operations, potentially impacting not only the
targeted supplier but downstream businesses that rely on their products or services.

Common Vendor Targets

Attackers aim to exploit vulnerabilities in the supply chain through various methods.
These attacks can have a cascading effect, compromising the security and integrity
of multiple organizations within the supply chain:

Compromised Systems: Hackers may infiltrate a supplier's systems and load
malware, which is distributed to unsuspecting customers.

Phishing and Social Engineering: Supplier employees can be tricked into revealing
sensitive information or granting attackers unauthorized access.

Finding Vulnerabilities: Attackers may gain access by targeting unpatched software
or weak security configurations in systems.

Maintain Supply Chain Security

To safeguard your business from these threats, carefully evaluate the security
practices of your suppliers and partners, ensuring they have robust cybersecurity
measures in place, such as:

Up-to-date security software, including antivirus, anti-malware, and intrusion
detection systems.

Firewalls and network segmentation to limit the spread of malware in case
of a breach.

Secure development practices and regular software scans for vulnerabilities.
By collaborating with suppliers and partners to strengthen security across the supply

chain, you can minimize exposure to potential threats and ensure the resilience
of your operations.
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Evaluate Your Vendors

While partnerships are essential, they also introduce risk. Vendors often require access
to your systems or data to deliver their services, creating potential entry points for

attackers. Thoroughly vetting third-party vendors before granting access is essential,
inquiring about security practices, incident response procedures, and incident history.

Tier Your Vendors

Assess each vendor's level of risk and tailor security requirements accordingly.
Assigning security tiers - typically ranked from “critical risk™ to “low risk™ - ensures
appropriate levels of protection based on the sensitivity of data and systems accessed
by outside companies.

Build Contractual Security

Include cybersecurity clauses in vendor contracts to establish required standards and
outline liability in the event of a breach caused by the vendor.

Limit Vendor Access

As with internal security measures, limit access to only the systems and data necessary
for their role. Restricting access minimizes the potential impact of vendor-related
security incidents. Likewise, actively monitoring and auditing vendor activity within your
systems can help you detect and respond to unusual patterns or access attempts.

Conduct Regular Reviews

Reassess vendor relationships regularly to ensure alignment with evolving security
practices and business needs. Periodic reviews allow for adjustments to security
requirements based on changing circumstances and emerging threats.

Plan for Incident Response

Consider integrating key vendors into your incident response plans to facilitate
coordinated responses in the event of a security breach affecting both your business
and vendor operations.

Cybersecurity Strategies for Business
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SUMMARY OF CHAPTER 8

Action Items for Your Business to Consider

1 Develop a comprehensive Proactively monitor and regularly
vendor risk assessment process audit vendor activity within your
to evaluate the security practices, systems, identifying any unusual
policies, and historical incident access patterns or suspicious
response of potential third-party activities.
partners.

6 Conduct periodic reassessments

2 Tier your vendors based on the of vendor relationships to account

level of risk they present to your for changes in security practices,
business, allowing for tailored regulatory requirements, or shifts
security requirements and in your business needs.

mitigation strategies that address

specific risk profiles. 7 Include key vendors in your

organization’s incident response

3 Incorporate robust security clauses planning and communication
into contracts with vendors, clearly procedures, fostering collaboration
outlining required security standards, and ensuring coordinated
liability provisions, and expectations response efforts.

for incident response in the event of
a security breach.

4 Implement strict access controls
and adhere to the principle of least
privilege for vendor accounts,
limiting access to only the systems
and data necessary for the vendor's
contracted responsibilities.
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Risks

The cloud offers numerous benefits, such as scalability, cost-efficiency, and accessibility,
making it an attractive option for businesses of all sizes. However, it's important to
understand that moving to the cloud doesn't eliminate security risks. Understanding the
shared responsibility model is fundamental; while cloud providers handle infrastructure
security, businesses are responsible for data, access controls, and configurations within
the cloud environment. Let's look at measures you can take to minimize risks.

Understand How Data Lives in the Cloud

While convenient, not all cloud solutions are built equally. Choosing the right solution
depends on factors like the sensitivity of your data, regulatory requirements, and the
specific services you're using. Consult with a security expert or a trusted cloud provider
to determine the best approach for your organization.

Securely managing data in the cloud involves several key considerations:

Storage Locations: Know where data is stored, physically (e.g., which data centers)
and logically (e.g., which storage services).

Encryption Options: Determine the level of encryption that offers the right balance
of security and accessibility.

Encryption at Rest: Obtain extra protection for data stored in databases, file systems,
or object storage.

Encryption in Transit: This protects data as it moves between your systems and the
cloud or between different cloud services.

Study Cloud-Specific Vulnerabilities

Cloud environments introduce unique vulnerabilities, such as weak APIs or misconfigured
security settings. Staying informed and proactive in monitoring and securing cloud
resources is vital for mitigating these risks. Additionally, misconfigurations represent
a significant cloud security threat, potentially exposing sensitive data due to incorrect
settings. Regular audits and monitoring of configurations are essential for handling this
risk effectively.
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Manage Identity and Access

As mentioned in previous chapters, implementing robust identity and access
management practices, including strong passwords, multifactor authentication
(MFA), and strict access controls, mitigates the risk of unauthorized access and
data breaches.

Partner for Compliance and Security

Partnering with a cloud provider that can meet your specific compliance requirements
is essential. Ensure your provider can demonstrate compliance with relevant regulations
and offer features like audit trails and documentation to streamline your compliance
efforts. By choosing a compliant provider and implementing appropriate security
controls, you can safeguard your data and maintain regulatory compliance in the cloud.

Cloud Incident Response

Collaborating with cloud providers to establish clear incident response procedures
and understanding their role in assisting with incident management enhances the
effectiveness of cloud security incident response efforts.
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Action Items for Your Business to Consider
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SUMMARY OF CHAPTER 9

Understand the shared
responsibility model of cloud
security and clearly define your
organization’s responsibilities,
ensuring alignment with the
cloud provider's obligations.

Educate employees on the unique
security risks associated with cloud
computing and provide guidance
on best practices for securely
utilizing cloud services.

Implement robust identity and
access management (IAM) practices
within your cloud environment,
including multifactor authentication
and strict adherence to the principle
of least privilege.

Select a reputable cloud provider
that offers comprehensive
encryption capabilities, both

at rest and in transit.
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Evaluate cloud providers based
on their transparency regarding
security practices and incident
response procedures and their
ability to meet industry-specific
compliance requirements relevant
to your organization.

Regularly review and audit your
cloud provider's security settings
and configurations to identify
and mitigate any potential
misconfigurations.

Develop and maintain a robust
cloud data backup strategy.
leveraging your cloud provider's
backup capabilities while also
considering the implementation
of third-party backup solutions.

Extend your vendor risk
assessment processes to include
third-party applications or services
integrated with your cloud
environment.
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Physical Security &
Data Breaches
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Cybersecurity is not solely a digital concern. The connection between physical
security and cybersecurity breaches is often overlooked, but it's a critical link that
can't be ignored. The first line of defense in physical security is controlling who can
access your facilities and sensitive areas. This can be achieved through:

Secured Facilities: Perimeter security, alarms, and surveillance cameras to deter
unauthorized access.

Limited External Access: Restricted access to server rooms and other sensitive areas.
Access Control Systems: Keycard readers or biometric authentication.

Access Logs: Detailed logs of all access events to identify potential breaches.

Practice Device Security

Protecting your devices from theft or loss is essential. Consider physical protection, like
locks, cables, or other restraints, to secure laptops, desktops, and other equipment to
fixed locations. Always enforce policies that require employees to lock their laptops and
turn off monitors when not in use to prevent unauthorized access.

Classify and Protect Data

Delineate your data based on its sensitivity level (e.g., confidential, restricted, public),
and implement appropriate physical protections for areas where sensitive data is
stored or processed. As a best practice for security, also implement a clean desk
policy requiring employees to clear their desks of sensitive documents and lock them
away when not in use.

Enforce Visitor Policies

Managing visitors is a crucial aspect of physical security. Ensure all visitors are
escorted by authorized personnel while on your premises. It's also important to
consider using visitor badges that clearly identify them as non-employees and
restrict their access to authorized areas.
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Require Proper Document and Data Disposal

Improper disposal of sensitive documents can lead to data breaches. Shred sensitive
documents or use a professional document destruction service. And implement
policies to ensure documents are not left in printers or copiers.

Prepare for Environmental Risks

Physical threats like fire, flood, or power outages can compromise data security.
Implement measures to protect against these risks, such as fire suppression systems,
backup generators, and off-site data backups.

Report Data Security Incidents

Establish clear procedures for reporting lost or stolen devices, suspicious individuals,
or unusual physical security observations. This will allow for timely responses and
minimize the potential impact of security incidents.
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Action Items for Your Business to Consider

1

SUMMARY OF CHAPTER 10

Classify data based on sensitivity
level, ensuring that the most
critical information receives
heightened physical security
measures to prevent unauthorized
access or theft.

Implement robust physical access
controls, such as locks, access
badges, and comprehensive visitor
logs. particularly for areas within
your facilities where sensitive data
is stored or processed.

Develop clear visitor policies that
dictate procedures for escorting,
badging, and restricting access

to sensitive areas.

Establish a clean desk policy
across your organization to
mitigate the potential exposure
of sensitive information.
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Install physical security measures,
such as locks or alarms, to enhance
the security of devices like laptops,
servers, and mobile devices.

Enforce secure disposal
procedures for electronic devices
and paper documents, ensuring
that sensitive information is
properly destroyed.

Provide comprehensive training

to employees on the significance of
physical security measures and the
protocols for reporting lost or stolen
devices or suspicious activity.

Conduct thorough assessments
of environmental risks to your
operations and data, implementing
appropriate safeguards to mitigate
potential threats, such as fire,
flood, or power outages.
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Incident Response

Planning 4

Even with the most robust cybersecurity defenses, security incidents can still occur.
That's why having a well-prepared incident response plan is essential. This plan
serves as your road map for navigating the chaos of a security breach, minimizing
damage, and swiftly restoring operations. Let's look at the key elements of an
effective incident response plan to help you prepare for the unexpected.

Define Types of Incidents

Outline different types of cyber incidents, such as data breaches, malware/
ransomware attacks, or phishing compromises, to prepare the response team
to enact appropriate response strategies tailored to the nature of the incident.

Build Your Incident Response Team

Identify key roles within the incident response team, including a technical lead,
decision-maker, legal/compliance liaison, and communications lead, to ensure
efficient coordination and execution during incident response efforts.

For smaller companies with limited staff, these roles can be combined or shared
among employees. The key is to ensure that each critical function is covered and
everyone understands their responsibilities in the event of an incident.

Reinforce Team Depth

Consider providing cross-training so that multiple people can fill each role if needed.
Additionally, you may want to explore partnerships with external cybersecurity firms
that can provide incident response expertise on an as-needed basis.

Document Clear and Structured Procedures

This includes isolating affected systems, preserving evidence, and initiating
communication plans to facilitate a systematic and effective response to security
incidents. Also, predefine communication protocols, specifying who communicates
with internal stakeholders, customers, regulators, and the public.
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Test and Outsource Expertise

Regularly test your incident response plan through drills and simulations to
identify areas for improvement and refine procedures. Consider pre-negotiating
agreements with cybersecurity firms or legal experts specializing in incident
response to augment your internal capabilities and ensure a comprehensive
response to complex security incidents.

Consider Cyber Liability Insurance

As cyberattacks become more frequent and sophisticated, cyber liability insurance is
becoming increasingly common. While coverage varies depending on the business,
policies typically cover costs related to data breach notification, credit monitoring for
affected individuals, legal fees, and business interruption.

Benefit From Lessons Learned

Conduct thorough debriefings after any security incident, regardless of severity,
to identify lessons learned and areas for improvement in the incident response plan,
enhancing preparedness for future incidents.
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Action Items for Your Business to Consider
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SUMMARY OF CHAPTER 11

Develop a comprehensive

incident response plan that clearly

outlines the roles, procedures,
and communication strategies
to be followed in the event of
a cybersecurity incident.

Establish an incident response
team comprising key personnel
with clearly defined roles and
responsibilities, including a
technical lead, decision-maker,
legal/compliance liaison, and
communication lead.

Define the various types of
cybersecurity incidents that
your plan will address, such as
data breaches, malware attacks,
or phishing compromises, and
tailor your response procedures
accordingly.

Test your incident response
plan through simulations and
tabletop exercises to identify
potential gaps or weaknesses
in your procedures.
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Establish clear communication
protocols for internal and external
stakeholders, including employees,
customers, regulators, and law
enforcement agencies.

Consider leveraging external
resources, such as cybersecurity
experts, legal counsel, and public
relations specialists, to provide
additional support and expertise.

Periodically review and update
your incident response plan to
incorporate any changes in your
business operations, technological
landscape, or regulatory
requirements.
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In Conclusion

Cybersecurity isn't a task you finish and forget. It requires ongoing vigilance, and new
threats will always emerge. This guide has provided you with the actionable steps

necessary to protect your business. Use this as your foundation, revisit your defenses
regularly, and stay updated on the latest cybersecurity trends. By being proactive,
you're making a smart investment in the success and security of your business.

Be sure to reference the "Action Items for Your Business to Consider™ at the end of
each chapter. These are your key takeaways for building your cybersecurity strategy.
Key Cybersecurity Steps You Should Take to Protect Your Business

Educate employees on cybersecurity fundamentals.

Enforce strong password policies and use password management tools.

Implement security software.

Enforce multifactor authentication.

Inventory and secure loT devices.

Secure data backups.

Encrypt sensitive data.

Implement payment fraud controls.

Develop a basic incident response plan.

Conduct regular security awareness training.

Implement physical security measures.

Implement the principle of least privilege.

Develop clear offboarding procedures.

Conduct vendor risk assessments.

Consider cyber liability insurance.

Stay informed.

If you need help with business security, please contact us at 405-810-6210
or clientservices@watermark.bank.
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